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Our mission

Empower children to be safe and
responsible digital citizens when using
connect technologies.

Equip feachers with the tfools and
resources to develop proactive strategies
through working with students, parents
and the wider community.

Engage parents and assist with fostering
positive and safe environments for
digitally engaged children in the home.




Themes

Digital habits and Screen Time
Gaming

Social Media

Big Questions

What is the role of schools, students and parents in tackling
cyber safety?

What do families need to know and be able to do to protect
young people who are growing up digital?

How can we maintain cyber safe practices?




48.6%

782 1,431 976
posts followers following
Edit Profile

Roll the stats

Used social media before they
were 12 years of age.
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Source: Student Edge



45%

782 1,431 976
posts followers following
Edit Profile

Roll the stats

of kids use their last name + address
when signing up for an online profile
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Source: eSafety Commissioner



Edit Profile

G 782 1,431 976 ] In 3
posts followers following

Roll the stats

Have posted a photo online
with their school uniform on.
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Source: eSafety Commissioner



36%

782 1,431 976
posts followers following
Edit Profile

Roll the stats

Of online content on Social Media
is hurtful or inappropriate.
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Source: eSafety Commissioner



G 782 1,431 976 ] In 5
posts followers following

Edit Profile

Roll the stats

Have experienced FOMO
due to checking social media.
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Source: eSafety Commissioner



Q ApP WATCH
http://tiny.cc/AppWatch

| Office of the
stra 1an ;;:ernment esafety Comm|SS|Oner
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Tik Tok

Mime to your favourite
songs and share your
music clips.

(P Public settings are default

Strangers can contact
users direct and send
message privacy not set to
‘only friends'’ in settings.

Adult video content
published by public and
popular users.

APP WATCH

CYBERSAFETYPROJECT

Make new friends

Swipe right or left to
make new friends. If a
match - you chat!

Users can easily create
fake profiles/accounts.

Instant chat and video
conferencing.

Negative impacts on self-
esteem

y -

Secret Volt

Keep things you don't
want your parents
seeing hidden.

{P General parent deceit

@ Untraceable browsing

@ Cloud Stored Photos



Send me feedback

Removed from App Store
but still freely available
online

Open commenting to a
personal message space

No conftrol over who
contacts you

QASK/m

| ask a question. You
respond anonymously

(}) Anonymous answers

(}) Anonymous answers

(}) ANoONymMous answers

Q APP WATCH - Anhonymous Messaging & Roulette Chats

Random Chat Pairing

8
8

Video/Web cam
Functionality.

No control who you
get paired with to
chat fo.

Chats quickly lead to
information gathering.



/¢ snapchat



SnhapMaps
TURN ON GHOSTMODE
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wul Optus 4G 10:24 am “ % 89% (@)

ol Optus 4G 10:19 am 7 % 91% (=)

< Settings

< My Location

WHO CAN ...

Contact Me

Ghost Mode

View My Story

. See My Location |l

See Me in Quick Add
MORE INFORMATION
Support BITMOJI
Privacy Policy Change My Outfit
Terms of Service
Other Legal
ACCOUNT ACTIONS
Clear Cache

Clear Conversations

Clear Sticker Searches
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Blocked

-
Log Out I







. o Followers audit
Instagram o

48 876 ‘ 601
posts  followers  following \/ HOW mMda ny fO”OWerS dO y0u hove?

Message S| >

BB4LYF_02
Trent Ray *Waverly Cats *ul4s Oﬂ ()

BFF @Samiam_bball *follow 4 follow* / DO you knOW G” Of Them?
v' Have you met them in real life?

v" Would you stop and talk to them on
the street?

v Are you comfortable with all
followers seeing photos and post of
your life?
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48 - 876

Message

Who are you your children following?



¢ Comment controls

Comment controls
Allow Comments from Everyone

Block Comments from 0 people >

block won't
on't apply to v

Automatic filter

Hide offensive comments ()

This filter automatically hides comments that may be
offensive from your posts.

Manual filter

Enable keyword filters 0

Hide comments that contain any of the words or phrases
you type above from your posts.

CYBERSAFETYPROJECT

Use default keywords

Hide comments that contain commonly reporte«sidmords

Story settings

Hide story from 0 people

Hide your story and live videos from specific people.
Close Friends 0 people
Allow message replies

Everyone

People you follow

Off

Choose who can reply to your story.

Allow sharing (>

Let people share your story as messages.

Saving

Save to camera roll

Save to archive




Check for FINSTA (fake Instas)

ats = :21 pm 7 0 41% @)
cybersafetyproject v Dol = L e
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0 Promote Edit Profile

Cyber Safety Project

Educational Consultant

& Cyber Safety Shows for Schools
¥ Student Lessons & Activities

B Teacher Professional Learning
Community Workshops

"] Click <+ for our website
www.cybersafetyproject.com.au/
Melbourne, Victoria, Australia

+ @

Nl Avar Inmeatasa TIDCO
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Add Account
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Cyber Safety warning

LEEEE,

Rated M | Violence

Play with other unknow users
online users.

Reported cases of mal-intent users
accessing venerable young people

In App/Game purchased

Highly Addictive:

- 15 minute tfime investment
- Status

- Operant Conditioning
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How do | manage screen time
& game play?
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Fortnite

A EU
Fill With: Same Platform
Play Against: Same Platform

LeveL 1

0/100
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W *70/10
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DAILY CHALLENGES

Place Top 12 in Squads

Play a match with a friend

0/1: M 500 #:5
Search Chests _
5/7 ¥P 500 k5 - <

o 1 800
' e X oPLAY

Global (&) Hold to chat @ Inspect Challenges & News




FORTNITE

CAREER |

LEADERBOARDS

R o

@ 715 +
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g Stats Last Recorded
13 Minutes ago

193 305

PLACESINTOP 3 PLACESINTOP 6

Kills 3,044
Match Xp Boost Matches Played 1,001
90%
MatchXb Boost for Friends Time Played 194 Hours 15 Minutes
30%
ACCOUNT
Account Level
153

[1:28 PM] Party: wArhunt3r7 joined the party.
[2:08 PM] Party: BurntPickle710 joined the

party.
TSTSTSSLSSSEETSSSTESEESES
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PROFILE

g Stats Last Recorded
13 Minutes ago

PLACESINTOP 3

PLACES INTOP 6

Kills 3,044

Match Xp Boost

90%

Match Xp Boost for Friends
30%

Matches Played 1,001

194 Hours 15 Minutes

Time Played

Account Level

153
[1:28 PM] Party: wArhunt3r7 joined the party.

[2:08 PM] Party: BurntPickle710 joined the

party.
TSTSTSSLSSSEETSSSTESEESES



2 YouTube



O Ssharea ‘Family
Account’

é:c}:} Use Resfiricted Mode on

all browsers

=g Regularly review history

B Turn off Auto-Play
Create a channel with

safe videos

SAFETY



BY[IIITIlhE !ﬂ Language: English * Location: Australia Restricted Mode: Off E History a Help

Restricted Mode »
* Restricted Mode hides videos that may contain inappropriate content flagged by users and other signals. No filter is 100% accurate, but it should help you avoid most inappropriate
content.
* Your Restricted Mode setting will apply to this browser only.

® on O off

Lock Restricted Mode on this browser
Restricted Mode lock prevents others from changing the Restricted Mode settings on this browser.

About Press Copyright Creators Advertise Developers +YouTube
Terms  Privacy Policy & Safety  Send feedback  Test new features



. Me We See
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Private Social Public Social

Personal Accounts Networking Accounts Networking Accounts

>

By CYBERSAFETYPROJECT wmil



Family

Digital Use Guidelines

Expectations at home

When searching online... When using
devices...

- No screens in their bedroom
When gaming... When using social media...

-  Chargedin a common area

= Se-l- Screen Time ”miTS Our family protocols:

- Monday Monitoring A

3
a%s

- Social Media Age restrictions s

This agreement will be reviewed on:

As a family we hereby pledge to stay cyber safe and manage the use of digital devices
at home by committing to following our family guidelines as outlined above.

&t D Sign:

- Rules are rules!

CYBERSAFETYPROJECT

Copyright @ 2018 by Cyber Safety Project



Creating a positive digital environment in the home

Knowledge is power Monday Monitoring

They have it, you have it! “Let's be mates”

Set up profiles together Screen Time Policy

il [ O
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Follow us on Facebook
for regular updates

Subscribe to our Newsletter

www.cybersafetyproject.com.au

Family Digital User Guidelines Template
www.cybersafetyproject.com.au/parents



http://www.cybersafetyproject.com.au/
http://www.cybersafetyproject.com.au/parents

